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About
• Auditing team largely based in the 

EU.
• ~25 core members as of 2025.
• Probably over 1,000 audits at this 

point.
• This audit was co-authored with:

• Alexander Pirker
• Daniel Bleichenbacher
• Luan Herrera
• Marta Conde
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Audit Timeline
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About Nym
• Innovative mixnet-based anonymous 

VPN.

• First mixnet in production.

• Uses decentralized mix network to 
provide anonymity (kind of similar to Tor 
but with more security guarantees).

• Mix nodes volunteer and mine 
cryptocurrency rewards by relaying 
traffic.

• New product: NymVPN (wrapper for 
consumer devices).
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Onion Routing vs. Mix Network

Onion Routing (Tor)
• Uses layered encryption, routing 

traffic through multiple nodes.
• Emphasizes real-time 

communication.
• Packets follow a fixed circuit for a 

short-lived session.

Mix Networks (Nym)
• Uses “mixing”, where packets from 

many users are collected, reordered 
and delayed before forwarding.

• Emphasizes high-level anonymity 
through statistical obfuscation, 
introducing latency to defeat 
stronger adversaries.

• Higher latency by design.
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1. User sends token and received credential from Validator Nodes.
2. User sends credential to Gateway.
3. Gateway relies on Validator Nodes for decentralized credential validation.
4. Gateway provides User access to Nym Mix Network.
5. Nym Mix Network allows anonymized access to Service Providers.
6. Service Providers keep track of user credentials via Nym blockchain.
7. Validators and Mix Nodes receive token rewards via Proof of Mixing.
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Many 
cryptographic 
components!

All kinds of signature schemes.

Anonymous credentials.

Symmetric encryption.

Public key cryptography.

Statistical access control.

Blockchains, validator nodes, etc.

Custom packet formats.

…to name a few.
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This Talk
• Interesting cryptographic findings and 

attacks.

• Showcasing evolving types of 
vulnerabilities in cutting-edge in-
production cryptographic software in 
2025.

• Not all the vulnerabilities!
• “Best-of”: 10 out of 43 issues.
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NYM-01-009: BLS12-381 
EC Signature Bypass in 
Coconut Library

“We do verifications upstream in the 
codebase; while it affects the Coconut 
library, it doesn’t affect our stack”
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NYM-01-014: Partial 
Signature Bypass in Offline 
eCash

“We do verifications upstream in the 
codebase; while it affects the offline 
eCash library, it doesn’t affect our 
stack”
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NYM-01-033: Signature 
Forgery of Pointcheval-
Sanders Scheme

“Risk does not apply upstream since 
Coconut and offline eCash do not 
uniquely use public attributes for H”
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NYM-01-042: Faulty 
Aggregation to Invalid Offline 
eCash Signatures

“We do verifications upstream in the 
codebase; while it affects the offline 
eCash library, it doesn’t affect our 
stack”
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NYM-01-027: Nonce-Key 
Reuse in AES-CTR in Nym 
Gateways

“Fixing the issue and upgrading to AES-
GCM-SIV as recommended.”
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NYM-01-008: eCash 
Vulnerable to Unintended 
PayInfo Collisions

“Acknowledged, will address in future 
release”
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NYM-01-030: Gateway 
Skips Credential Serial 
Number Check

“Will adopt fix and upgrade to Binary 
Fuse Filters”
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NYM-01-032: Bloom Filter 
Parameters Yield False 
Positives

“Will adopt fix and upgrade to Binary 
Fuse Filters”
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NYM-01-032: Bloom Filter 
Parameters Yield False 
Positives

“Will adopt fix and upgrade to Binary 
Fuse Filters”
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NYM-01-016: Hard-Coded 
“Fast Nodes” Influence 
Traffic Distribution

“Fixed in production builds”
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NYM-01-024: Credentials 
and Key Material Insecurely 
Stored on iOS

“Will be fixed in a future release”
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NYM-01-020: Replaying 
Sphinx Packets In Mixnet 
Could Facilitate DoS

“Will be fixed in a future release”
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Resolution

Nym worked on addressing 
bugs, provided feedback for 
report publication.

Fixing findings from a strong 
audit is how products mature 
from R&D to consumer-grade.

Producing reusable 
components is a good thing.
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Takeaways

More complex 
cryptography software is 
seeing largely old bugs 
in new constructions.

AES-CTR nonce reuse: 
ancient vulnerability.

Validation in esoteric 
signature schemes: old 
vulnerability in a 
different primitive.

Anonymous credentials, 
custom packet formats: 
actual new stuff.
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Thank you!
• Cure53: https://cure53.de
• Personal: https://nadim.computer 

With thanks to my teammates:
• Alexander Pirker
• Daniel Bleichenbacher
• Luan Herrera
• Marta Conde
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