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Threat Model
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Asymmetric Encryption
Used mainly for encryption in transit, 
allows sending confidential messages to 
another party, by negotiating a shared 
key.

Symmetric Cryptography
Used very widely, especially for 
encryption at rest and for actually 
transferring data for encryption in 
transit, allows to encrypt data with a key.

Digital Signatures
Used very widely, allows for proof of 
documents being genuine.

Fancy Cryptography
Various other uses of cryptography, 
often to accomplish complicated privacy 
guarantees.

The four main areas of cryptography
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Asymmetric Encryption

● Encryption in Transit
● S/MIME
● HPKE
● Other
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Digital Signatures
PKI

● Very Complex
● Might require 

Merkle-tree Certificates

Tokens

● Some complexities
● Stateful and 

symmetric 
alternatives

● UOV & friends

Software Signatures

● Likely straightforward

Firmware Signatures

● Urgent
● Prefer Conservative 

Choices



7

Cryptographic 
Agility
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Definition
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Definition

[1] "On the State of Crypto-Agility", https://eprint.iacr.org/2023/487
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A first definition

Crypto agility means the ability to 
change algorithms or parameter sets 
without major engineering effort.
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TLS:
Securely negotiates key agreement
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SSH:
Securely negotiates key agreement
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JWT:
Securely negotiates key agreement
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A first definition

Crypto agility means the ability to 
change algorithms or parameter sets 
without major engineering effort.
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A refined definition

Crypto agility means the ability to 
change algorithms or parameter sets 
of a deployed system without major 
engineering effort.
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Corollary

Crypto Agility in practice is a Key 
Rotation problem!
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Tink Keys
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ECDSA P256/SHA256
x: 04f3…
y: 85cd… 
s: 09fa… 

Tink Keys
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The Dark Side of Cryptographic Agility
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Agility Takeaways
The Good:

● Protocols support agility

● Tink can make agility easier

The Bad:

● Agility is inherently and first 
and foremost a key rotation 
problem

● Rotating keys is hard

● Agility can be actively 
harmful to performance
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Thank you


