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Fujisaki-Okamoto (FO) transform

- Turns an IND-CPA-secure public key encryption scheme 

into a IND-CCA key encapsulation scheme

- Popular amongst all the NIST PQC KEM candidates

- Explicit and implicit rejection forms, the KEMs we care 

about are all implicit rejection (no error codes or panics, 

returns a non-zero pseudorandom value always)
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Re-encapsulation Attacks
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Re-encapsulation attack in Signal PQXDH v1¹

¹ https://cryspen.com/post/pqxdh/ 35
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Not just a PQ concern!
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¹ https://www.rfc-editor.org/rfc/rfc9180.html#name-dh-based-kem-dhkem
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HPKE’s DHKEM¹ Binding Properties

¹ https://www.rfc-editor.org/rfc/rfc9180.html#name-dh-based-kem-dhkem
² https://eprint.iacr.org/2023/1933.pdf

- DHKEM is MAL-BIND-K-CT and MAL-BIND-K-PK secure²

- These give the strongest protections against re-encapsulation attacks 

from a malicious adversary manipulating key material however they 

like (MAL)

- It is SAFE to just take the raw shared_secret from DHKEM and use it 

in HPKE’s KeySchedule() without including any other KEM 

‘transcript’ context

- What about ML-KEM?
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ML-KEM¹ Binding Properties²

¹ https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.203.ipd.pdf
² https://eprint.iacr.org/2023/1933.pdf
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of ekPKE: MAL-BIND-K-PK

44

https://eprint.iacr.org/2023/1933.pdf


ML-KEM¹ Binding Properties²

¹ https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.203.ipd.pdf
² https://eprint.iacr.org/2023/1933.pdf
³ https://eprint.iacr.org/2024/039.pdf

● ML-KEM’s shared secret K binds 
ekPKE (PK) via hashing in the hash 
of ekPKE: MAL-BIND-K-PK

● Binding the ciphertext c relies on 
the robustness properties of K-PKE

45

https://eprint.iacr.org/2023/1933.pdf


ML-KEM¹ Binding Properties²

¹ https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.203.ipd.pdf
² https://eprint.iacr.org/2023/1933.pdf
³ https://eprint.iacr.org/2024/039.pdf

● ML-KEM’s shared secret K binds 
ekPKE (PK) via hashing in the hash 
of ekPKE: MAL-BIND-K-PK

● Binding the ciphertext c relies on 
the robustness properties of K-PKE

● Shown to be chosen ciphertext 
resistant³: implies LEAK-BIND-K-CT

46

https://eprint.iacr.org/2023/1933.pdf
https://eprint.iacr.org/2024/039.pdf
https://eprint.iacr.org/2024/039.pdf


ML-KEM¹ Binding Properties²
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● ML-KEM’s shared secret K binds 
ekPKE (PK) via hashing in the hash 
of ekPKE: MAL-BIND-K-PK

● Binding the ciphertext c relies on 
the robustness properties of K-PKE

● Shown to be chosen ciphertext 
resistant³: implies LEAK-BIND-K-CT

● LEAK is resistant to adversaries 
with access to leaked, 
honestly-generated key pairs, 
strictly weaker security than MAL

● Strictly weaker binding properties 
as a KEM than DHKEM 
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A counterexample: Classic McEliece¹

¹ https://classic.mceliece.org/mceliece-spec-20221023.pdf
² https://eprint.iacr.org/2023/1933.pdf
³ https://eprint.iacr.org/2021/708.pdf

● IND-CCA ✅
● Binds the ciphertext C: 

MAL-BIND-K-CT
● Encapsulation key binding depends 

on PKE robustness³
● [3]: ‘for any plaintext m, they find 

that it is possible to construct a 
single ciphertext c that always 
decrypts to m under any Classic 
McEliece private key’

● Therefore offers no PK binding at 
all

● If used in place of DHKEM, allows 
an HPKE payload to be decrypted 
under any key pair, not just the one 
used to encrypt it
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Hash in 
EVERYTHING.
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If you can go 
PQ-only, do.
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If you must go 
hybrid, hash in 
everything.



TLS 1.3 hybrid key agreement¹

60

¹ https://datatracker.ietf.org/doc/html/draft-ietf-tls-hybrid-design
² https://github.com/rustls/rustls/blob/main/rustls-post-quantum/src/lib.rs 
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TLS 1.3 hashes in 
EVERYTHING¹

¹ https://datatracker.ietf.org/doc/html/rfc8446#section-4.4.1
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Be like TLS 1.3: hash 
in everything
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Questions?
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