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tutorial

https://github.com/hacspec/hax/blob/franziskus/toronto-2024/examples/README.md




Why Formal Verification?



[...] testing is a necessary but insufficient step in
the development process to fully reduce
vulnerabilities at scale [...]
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TLS 1.3

let CompromiseServer() =
in(c, server_name: bertie__t1s13utils__t_Bytes);
get server_dbs(=server_name, db) in
event CompromisedServer(server_name);
out(c, db).

process
ICreateServer() | !Client() | !Server() | !CompromiseServer()



Formal Methods for Performance

let mut zeta_i = 1;

for j in 0.. {

let t = re.coefficients[j + ] * - :

re.coefficients[j +
re.coefficients[j] =

ntt_at_layer_3(&mut
= ntt_at_layer_3(&mut
= ntt_at_layer_3(&mut
= ntt_at_layer_3(&mut
ntt_at_ layer_3(&mut
= ntt_at_layer_3(&mut

] = re.coefficients[j] - t;
re.coefficients[j] + t;

zeta_1,
zeta_1,
zeta_1,
zeta_1,
zeta_1,
zeta_1,




Formal Methods for Performance

= invert_ntt_at_layer(&mut

= invert_ntt_at_layer(&mut

(
= invert_ntt_at_layer(&mut
(
= ilnvert_ntt_at_layer(&mut

for L in 0..2' %
re.coefficients[i1] = barrett_reduce(re.coefficients[i]);




Verify when Review
& Exhaustive Testing
IS Impossible



Verify to optimize
with confidence



How? @



“[...] correctness is defined as the ability
of a piece of software to meet a specific
[...] requirement”
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Algorithm 8 NTT(f)

Computes the NTT representation f of the given polynomial f € R,

Input: array f € Z[2156. > the coefficients of the input polynomial

Output: array f = Z‘2156. > the coefficients of the NTT of the input polynomial
1: f «~f > will compute NTT in-place on a copy of input array
2: k1

3: for (len <— 128; len > 2; len < len/2)

4: for (start < 0; start < 256; start < start+2 - len)
5: zeta + BRIk mod ¢
6: k+—k+1
yi for (j < start; j < start+ len; j++)
8: 1 zeta-f [j+ len] > steps 8-10 done modulo g
9: Flj+len) « flj] -1

10: Ul Flil+t

11: end for

12: end for

13: end for

14: return f




Algorithm 8 NTT(f)

Computes the NTT representation f of the given polynomial f € R,.

Input: array f € Z3156. > the coefficients of the input polynomial

Output: array f € Z356. > the coefficients of the NTT of the input polynomial
I; f «~f > will compute NTT in-place on a copy of input array
2: k<« 1

3: for (len < 128; len > 2; len < len/2)
for (start < 0; start < 256; start < start+2 - len)

4.

5: zeta + (BtRevi(k) mod ¢ 000

6: k+—k+1 .

% for (J < start; j < start+len; j++) for round in 0..( >> layer) {

8: t < zeta- f|j+ len] xzeta 1 += 1;

9: flj+1len] < fj] -1

10: Ul < flil+t let offset = round * step * 2;

11: end for

12: end for for j in offset..offset + step {
13: end for let t = montgomery_multiply_fe_by_fer(
14: returnf re.coefficients[j + step],

ZETAS_TIMES_MONTGOMERY_R[*zeta_i],

)
re.coefficients[j + step] = re.coefficients[j] - t;
re.coefficients[j] = re.coefficients[j] + t;
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Proof

* Panic freedom
* Functional Correctness
* Secret Independence




hax: A Tool Framework for Rust Verification

e Accepts a largish (and expanding) subset of safe Rust
o Including hacspec, a purely functional spec language in Rust

e T[ranslates it to formal models in F* or Coq
o Upcoming backends for EasyCrypt, ProVerif, Lean, ...

e Usable and pragmatic design choices, not dogmatic

e \erify panic-freedom, correctness, security,...
for the Rust code you care about,
using the tool of your choice.



hax: ongoing projects

e Rust Core: an annotated version of the Rust Core library
e Backends: new backends for Lean, EasyCrypt, ProVerif

e Verified

O

O
O
O

PQ Crypto: verified Rust code for Kyber/ML-KEM, ...
OS Modules: verified kernel code for RIOT-OS
Protocols: verified code for EDHOC, MLS, TLS 1.3, ...
Contracts: verified canisters for Internet Computer



hax: Ongoing Challenges & Future Work

Handle all the Rust code we want to handle
Improve push-button verification
Annotations in the proof assistant

Proof assistant error messages

IDE integration

Correctness arguments of translations (research)



Can | use hax?

YES



Will there be

YES



@ core Click or press ‘S’ to search, ‘?’ for
1.77.0

( dd173 22024-03-17)
Raeiee Crate core &

All Items

~I The Rust Core Library




hax: Ongoing Challenges & Future Work

Handle all the Rust code we want to handle
Improve push-button verification
Annotations in the proof assistant

Proof assistant error messages

IDE integration

Correctness arguments of translations (research)



hax: Process

// reduce_once reduces @ < X < 2%xkPrime, mod kPrime.
static uint16_t reduce_once(uint16_t x) {
assert(x < 2 * kPrime);
const uintl6_t subtracted = x - kPrime;
uint16_t mask = Qu - (subtracted >> 15);
// On Aarch64, omitting a |value_barrier_ul6| results in a 2x speedup of Kyber
// overall and Clang still produces constant-time code using “csel™. On other
// platforms & compilers on godbolt that we care about, this code also
// produces constant-time output.
return (mask & x) | (~mask & subtracted);
}
// constant time reduce x mod kPrime using Barrett reduction. x must be less
// than kPrime + 2xkPrimez.
static uint16_t reduce(uint32_t x) {
assert(x < kPrime + 2u * kPrime * kPrime);
uint64_t product = (uint64_t)x * kBarrettMultiplier;
uint32_t quotient = (uint32_t)(product >> kBarrettShift);
uint32_t remainder = x - quotient * kPrime;
return reduce_once(remainder);



hax: Process

[// reduce_once reduces 0 < x < 2xkPrime, mod kPrime.]
static uintlé_t reduce_once(uintl16_t x) {
[assert(x <2 % kPrimES?]
const uintl6_t subtracted = x - kPrime;
uint16_t mask = Qu - (subtracted >> 15);
// On Aarch64, omitting a |value_barrier_ul6| results in a 2x speedup of Kyber
// overall and Clang still produces constant-time code using “csel’. On other
// platforms & compilers on godbolt that we care about, this code also
// produces constant-time output.
return (mask & x) | (~mask & subtracted);

}

// constant time reduce x mod kPrime using Barrett reduction. x must be less
// than kPrime + 2xkPrimez.
static uint16_t reduce(uint32_t x) {

lassert(x < kPrime + 2u * kPrime * kPrime);]

uint64_t product = (uint64_t)x * kBarrettMultiplier;

uint32_t quotient = (uint32_t)(product >> kBarrettShift);

uint32_t remainder = x - quotient * kPrime;

return reduce_once(remainder);




hax: Process

Asserts

Make the requirements formal

hax attributes for “design by contract”

F* statically checks that the properties hold

HWN



hax: Process

#Hrequires(coefficient_bits < 11 & i32::from(fe) < FIELD_MODULUS)]
t#H ensures(|result| result =2 0 & result < (1 << coefficient bits) - 1)]
pub(super) fn compress_q(coefficient_bits: usize, fe: ul6) — KyberFieldElement {
let mut compressed: u32 = (fe as u32) << (coefficient_bits + 1);
compressed += FIELD_MODULUS as u32;
compressed A~ (FIELD_MODULUS << 1) as u32;

(compressed & ((1u32 << coefficient_bits) - 1)) as KyberFieldElement

Asserts

Make the requirements formal

hax attributes for “design by contract”

F* statically checks that the properties hold

HWN o



Verifying Libcrux’'s ML-KEM

Karthikeyan Bhargavan, Lucas Franceschino, Franziskus Kiefer, Goutam Tamvada
January 30, 2024

https://cryspen.com/post/ml-kem-verification/
e



https://cryspen.com/post/ml-kem-verification/

Ensure specification is correct

e Specification is ground truth
e Manual inspection

o Spec must be succinct & easy to read
e Tests

o Test vectors

o Test against other implementations



What do we prove?

Panic freedom

Secret independence

Correctness (spec equivalence)

Other properties when desirable
o Examples

deserialize(serialize(x)) == x

decrypt(encrypt(y)) ==



Demo & Hands-on



Tasks

Extract F*

Lax typecheck F*

Typecheck F* (panic freedom)
Modify pre-conditions in Rust
(and try to typecheck again)



Examples

Chacha20

Barrett reduction
Compression in ML-KEM
Write your own code!

Get together in small groups

Start docker and play with the
examples

“/hax/examples



EXPLORER

 OPEN EDITORS
> Welcome

X @ lib.rs examples/chacha20]...

~ UNTITLED (WORKSPACE)
v hax
> .cache
> .docker
> .github
> .hints
> .utils
> cli
> engine
~ examples
 chacha20
v proofs
! > coq/extraction
v fstar/extraction
{} hax.fst.config.json
M Makefile
v src
@ hacspec_helper.rs
® lib.rs
> tests
£ Cargo.toml
M Makefile
> limited-order-book
> sha266
> target
= Cargo.lock
£ Cargo.toml
£ default.nix
{} hax.fst.config.json
M Makefile
(© README.md
> frontend
> hax-lib
> hax-lib-macros
> proof-libs
> target
> test-harness
> tests
> OUTLINE
> TIMELINE
> RUST DEPENDENCIES
> TAG TREE

& S O Untitled (Workspace)

) Welcome @ lib.rs X

hax > examples > chacha20 > src > @ lib.rs > {} hacspec_helper

15

47

You, 19 hours ago | 2 authors (Lucas Franceschino and others)
mod hacspec_helper;
®e hacspec_helper::*;

use hax_lib_macros as hax;

type State = [u32; 16];
type Block = [u8; 64];
type ChaChalv = [u8; 12];
type ChaChaKey = [u8; 32];

#{hax :: requires(a < 16 66 b < 16 & d < 16)]
fn chacha2e_line(a: usize, b: usize, d: usize, s: u32, m: State) — State {
let mut state = m;
state[a] = state[a].wrapping_add(state(bl);
state[d] = state[d] " state[al;
state[d] = state[d].rotate_left(s);
state

#{hax:: requires(a < 16 § b < 16 & c < 16 & d < 16)]
pub fn Spachaza_quarter_round(a: usize, b: usize, c: usize, d: usize, state: Sta
let state = chacha2e_line(a, b, d, 16, state);
let state = chacha2e_line(c, d, b, 12, state);
let state = chacha20_line(a, b, d, 8, state);
chacha2@_line(c, d, b, 7, state)

fn chacha2@_double_round(state: State) — State {
let state = chacha20_quarter_round(@, 4, 8, 12, state);
let state = chacha2@_quarter_round(1, 5, 9, 13, state);
let state = chacha2@_quarter_round(2, 6, 10, 14, state);
let state = chacha2@_quarter_round(3, 7, 11, 15, state);

let state = chacha2@_quarter_round(@, 5, 10, 15, state);
let state = chacha2@_quarter_round(1, 6, 11, 12, state);
let state = chacha2@_quarter_round(2, 7, 8, 13, state);
chacha2@_quarter_round(3, 4, 9, 14, state)

pub fn chacha2@_rounds(state: State) — State {
let mut st = state;
for _i in @..10 {
st = chacha2@_double_round(st);
}
st

te) — State
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e O Untitled (Workspace) | =N it

EXPLORER < 34 Welcome @ lib.rs X «© - ® [0 - A B S 2sh-chacha20 ++v B @ - X
v OPEN EDITORS hax > examples > chacha20 > src > @® lib.rs > {} hacspec_helper cargo test
) Welcome You, 19 hours ago | 2 authors (Lucas Franceschino and others) ompiling chacha: %/,USemrs/franz1skus/repos/hax/examples/chachazo)
X ® lib ST 1 mod hacspec_helper; Finished test [unoptimized + debuginfo] target(s) in 0.80s
Dl L s e 2 ®e hacspec_helper::*; Running unittests src/lib.rs (/Users/franziskus/repos/hax/examples/target/debug/deps/chacha20-6312c
 UNTITLED (WORKSPACE) p = 2 d2a88bf9d55)
S bax ® 4 use hax_lib_macros as hax; running @ tests
> .cache 5
> .docker 6 type State = [u32; 16]; test result: ok. @ passed; @ failed; @ ignored; @ measured; @ filtered out; finished in 0.00s
> .github 7 type Block = [u8; 64]; Running tests/kat.rs (/Users/franziskus/repos/hax/examples/target/debug/deps/kat-dalc246bb0221d83)
> .hints 8 type ChaChaIV = [u8; 12]; .
; running 1 test
> utils 9  type ChaChakey = [u8; 32]; test test_kat ... ok
> cli 10 o = s - =
> engine 11 #{hax :: requires(a < 16 66 b < 16 8 d < 16)]
 mpics ~ 12 fn chacha2e_line(a: usize, b: usize, d: usize, s: u32, m: State) — State { u " -
i o [Nl cargo hax into fstar
14 state[a] = state[a].wrapping_add(state[b]);
v proofs . - A
15 state[d] = state[d] " state[al;
> coq 16 state[d] = state[d].rotate_left(s);
v fstar/extraction . 17 state WATTE® cargo hax into fstar
~ Compiling proc-macro2 v1.0.69
= Chacha20.fst N 18 } Compiling unicode-ident v1.0.12
= Chacha20.Hacspe... M 19 Compiling syn v1.0.109
{} hax.fst.config.json 20 #{hax::requires(a < 16 & b < 16 & c < 16 & d < 16)] gmn:{::g {:;zlsg_ghi;: v0.9.4
M Makefile 21 pub fn chacha2e_quarter_round(a: usize, b: usize, c: usize, d: usize, state: State) —» State Cun:ilin§ serde v1.0.192
> aro 22 let state = chacha2e_line(a, b, d, 16, state); Compiling serde_json v1.0.108
© hatenen halperrs 23 let state = chacha20_line(c, d, b, 12, state); gz::{::i ;Z:aviiaélg
@ libre 24 let state = chacha20_line(a, b, d, 8, state); Compiling schemars v0.8.16
25 chacha20_line(c, d, b, 7, state) Compiling cfg-if v1.0.0
> tests 26 } Compiling dyn-clone v1.0.16
¢ Cargo.toml o Compiling hax-lib v0.1.0-pre.1 (/Users/franziskus/repos/hax/hax-1ib)
" = Compiling proc-macro-error-attr v1.0.4
M Makefile 28 fn chacha2@_double_round(state: State) — State { Compiling proc-macro-error v1.0.4
> limited-order-book 29 let state = chacha20_quarter_round(@, 4, 8, 12, state); Compiling quote v1.0.33
< Compiling syn v2.0.39
> sha256 30 let state = chacha2@_quarter_round(1, 5, 9, 13, state); Compiling getrandom v0.2.11
> target 31 let state = chacha20_quarter_round(2, 6, 10, 14, state); Compiling uuid v1.5.0
= Cargo.lock & let state = chacha20_quarter_round(3, 7, 11, 15, state); gx:;:::g :E;g;;g:i;::ﬁgtsg‘:}isvo'26'0
4 Cargo.toml 33 Compiling serde_derive v1.0.192
= default.nix 34 let state = chacha2@_quarter_round(@, 5, 10, 15, state); Compiling hax-lib-macros-types v@.1.0-pre.1 (/Users/franziskus/repos/hax/hax-lib-macros/types)
- 3 35 let state = chacha2@_quarter_round(1, 6, 11, 12, state); Compiling hax-lib-macros v0.1.0-pre.1 (/Users/franziskus/repos/hax/hax-lib-macros)
{} hax.fst.config.json = i = @ Gl e ey ? Compiling chacha20 v0.1.0 (/Users/franz1skus/repos/hax/examples/chachazo)
T —— 36 let state = chacha2e_quarter_round(2, 7, 8, 13, state); note: Writing file "/Users/f iskus/repos/hax/ /proofs/fstar/: ion/Chacha20. fst"
i 37 chacha2@_quarter_round(3, 4, 9, 14, state)
(© README.md 38 } note: Writing file "/Users/f: iskus/repos/hax/examples/chacha2/proofs/fstar/i ion/Chacha20.Hacsp
> frontend 3 ec_helper. fst"
> hax-lib 40 pub fn chacha2@_rounds(state: State) — State { Finished d d + debuginfo] target(s) in 7.79s
> hax-lib-macros 41 let mut st = state; D 7 main : 3 |
> proof-libs 42 for _i in @..10 {
> target 43 st = chacha2@_double_round(st);
> OUTLINE 44 }
> TIMELINE B st
> RUST DEPENDENCIES L'; ¥
4
RATOG THEE fn chachadd comnlrtms 137 cBt Ctata) —a Ctatn §

‘
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EXPLORER
“ OPEN EDITORS
GROUP 1
® lib.rs examples/chacha20]...
GROUP 2
X £ Chacha20.fst exam... M
/ UNTITLED (WORKSPACE)

Vv hax .
> .cache
> .docker
> .github
> .hints
> .utils
> cli
> engine
v examples °
~ chacha20 °
v proofs ©
> coq
v fstar/extraction o
= Chacha20.fst M

= Chacha20.Hacspe... M
{} hax.fst.config.json
M Makefile
v src
@ hacspec_helper.rs
® lib.rs
> tests
£ Cargo.toml
M Makefile
> limited-order-book
> sha256
> target
= Cargo.lock
£ Cargo.toml
= default.nix
{} hax.fst.config.json
M Makefile
(O README.md
> frontend
> hax-lib
> hax-lib-macros
> OUTLINE
> TIMELINE
> RUST DEPENDENCIES
> TAG TREE
| P main* & @

@DOA0D2

® lib.rs

& O Untitled (Workspace)

X

hax > examples > chacha20 > src > @ lib.rs > {} hacspec_helper

G e W N e
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wo

You, 19 hours ago | 2 authors (Lucas Franceschino and others)
mod hacspec_helper;
®e hacspec_helper ::*;

use hax_lib_macros as hax;

State = [u32; 16];
Block = [u8; 64];
ChaChalv = [u8; 12];
ChaChakey = [u8; 32];

type
type
type
type

#{hax::requires(a < 16 & b < 16 & d < 16)]
fn chacha2e_line(a: usize, b: usize, d: usize, s: u32, m: State) — State {
let mut state = m;
state[a] = state[a].wrapping_add(state(bl);
state[d] = state[d] " state[al;
state[d] = state[d].rotate_left(s);
state

#{hax:: requires(a < 16 § b < 16 & c < 16 & d < 16)]

pub fn Ehachaza_quarter_rnund(a: usize, b: usize, c: usize, d: usize, state: State)
let state = chacha2e_line(a, b, d, 16, state);
let state = chacha2e_line(c, d, b, 12, state);

let state = chacha20_line(a, b, d, 8, state);
chacha20_line(c, d, b, 7, state)

fn chacha2@_double_round(state: State) — State {

let state = chacha20_quarter_round(@, 4, 8, 12, state);
let state = chacha2@_quarter_round(1, 5, 9, 13, state);
let state = chacha2@_quarter_round(2, 6, 10, 14, state);
let state = chacha2@_guarter_round(3, 7, 11, 15, state);
let state = chacha2@_quarter_round(@, 5, 10, 15, state);
let state = chacha2@_quarter_round(1, 6, 11, 12, state);
let state = chacha2@_quarter_round(2, 7, 8, 13, state);

chacha20_quarter_round(3, 4, 9, 14, state)

}
pub fn chacha2@_rounds(state: State) — State {
let mut st = state;
for _i in 0..10 {
st = chacha2@_double_round(st);
}
st
}

427 c#Br Ctata)l 2 Ctata S

@ opam(4.14.1)

ik €n rhachadl canalctme

#> Live Share = (® rust-analyzer

= Chacha20.fst M X

hax > examples > chacha20 > proofs > fstar > extraction >

DB meo
® O

0 «©

= Chacha20.fst
You, 11 seconds ago | 2 authors (Lucas Franceschino and others)

module Chacha2@

#set-options "-—fuel @ —ifuel 1 --z3rlimit 15"

open Core

open FStar.Mul

unfold
let t_Block = t_Array u8 (sz 64)

unfold
let t_ChaChalV = t_Array u8 (sz 12)

unfold
let t_ChaChaKey = t_Array u8 (sz 32)

unfold
let t_State = t_Array u32 (sz 16)

let chacha20_line (a b d: usize) (s: u32) (m: t_Array u32 (sz 16))
: Prims.Pure (t_Array u32 (sz 16))
(requires a <. sz 16 &6 b <. sz 16 & d <. sz 16)
(fun _ = Prims.l_True) =
let state:t_Array u32 (sz 16) = m in
let state:t_Array u32 (sz 16) =
Rust_primitives.Hax.update_at state
a
(Core.Num.impl__u32__wrapping_add (state.[ a ] <: u32) (state.[ b ] <:

u32) <:
in
let state:t_Array u32 (sz 16) =
Rust_primitives.Hax.update_at state d ((state.[ d ] <: u32) *. (state.[ a ] <: v
in
let state:t_Array u32 (sz 16) =
Rust_primitives.Hax.update_at state
d
(Core.Num.impl__u32__rotate_left (state.[ d ] <: u32) s <: u32)
in
state

let chacha20_quarter_round (a b c d: usize) (state: t_Array u32 (sz 16))
Prims.Pure (t_Array u32 (sz 16))

(requires a <. sz 16 &6 b <. sz 16 & c <. sz 16 & d <. sz 16)
(fun _ = Prims.l_True) =

state:t_Array u32 (sz 16) = chacha2@_line a b d 16ul state in

let state:t_Array u32 (sz 16) = chacha2@_line c d b 12ul state in

let state:t_Array u32 (sz 16) = chacha2@_line a b d 8ul state in
chacha2@_line c d b 7ul state

let

let chacha2@_double_round (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
CEpl Smas

¢ Lucas Franceschino, 4 weeks ago via PR #295 Ln 1, Col 1
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EXPLORER
“ OPEN EDITORS
GROUP 1
® lib.rs examples/chacha20]...
GROUP 2
X £ Chacha20.fst exam... M
/ UNTITLED (WORKSPACE)

Vv hax .
> .cache
> .docker
> .github
> .hints
> .utils
> cli
> engine
v examples °
~ chacha20 °
v proofs ©
> coq
v fstar/extraction o
= Chacha20.fst M

= Chacha20.Hacspe... M
{} hax.fst.config.json
M Makefile
v src
@ hacspec_helper.rs
® lib.rs
> tests
£ Cargo.toml
M Makefile
> limited-order-book
> sha256
> target
= Cargo.lock
£ Cargo.toml
= default.nix
{} hax.fst.config.json
M Makefile
(O README.md
> frontend
> hax-lib
> hax-lib-macros
> OUTLINE
> TIMELINE
> RUST DEPENDENCIES
> TAG TREE
| P main* & @

@DOA0D2

® lib.rs
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mod hacspec_helper;
®e hacspec_helper ::*;

use hax_lib_macros as hax;

State = [u32; 16];
Block = [u8; 64];
ChaChalv = [u8; 12];
ChaChakey = [u8; 32];

type
type
type
type

#{hax::requires(a < 16 & b < 16 & d < 16)]
fn chacha2@_lLine(a: usize, b: usize, d: usize, s: u32, m: State) —» State {
let mut state = m;
state[a] = state[a].wrapping_add(state(bl);
state[d] = state[d] " state[al;
state[d] = state[d].rotate_left(s);
state

#{hax:: requires(a < 16 § b < 16 & c < 16 & d < 16)]

pub fn chacha2@_quarter_round(a: usize, b: usize, c: usize, d: usize, state: State)
let state = chacha2e_line(a, b, d, 16, state);
let state = chacha2e_line(c, d, b, 12, state);

let state = chacha20_line(a, b, d, 8, state);
chacha20_line(c, d, b, 7, state)

fn chacha2@_double_round(state: State) — State {

let state = chacha20_quarter_round(@, 4, 8, 12, state);
let state = chacha2@_quarter_round(1, 5, 9, 13, state);
let state = chacha2@_quarter_round(2, 6, 10, 14, state);
let state = chacha2@_guarter_round(3, 7, 11, 15, state);
let state = chacha2@_quarter_round(@, 5, 10, 15, state);
let state = chacha2@_quarter_round(1, 6, 11, 12, state);
let state = chacha2@_quarter_round(2, 7, 8, 13, state);

chacha20_quarter_round(3, 4, 9, 14, state)

}
pub fn chacha2@_rounds(state: State) — State {
let mut st = state;
for _i in 0..10 {
st = chacha2@_double_round(st);
}
st
}
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hax > examples > chacha20 > proofs > fstar > extraction > = Chacha20.fst
You, 11 seconds ago | 2 authors (Lucas Franceschino and others)

1 module Chacha2e

7 #set-options "-—fuel @ —ifuel 1 --z3rlimit 15"

3 open Core

4 open FStar.Mul

5

6 unfold

7 let t_Block = t_Array u8 (sz 64)

8

9 unfold

10 let t_ChaChalV = t_Array u8 (sz 12)

11

12 unfold

13 let t_ChaChaKey = t_Array u8 (sz 32)

14

15 unfold

16  let t_State = t_Array u32 (sz 16)

17

18 let chacha20_line (a b d: usize) (s: u32) (m: t_Array u32 (sz 16))

19 : Prims.Pure (t Arrav u3? (s7 16))

20 (requires a <. sz 16 &6 b <. sz 16 & d <. sz 16)

21 (fun _ = Prims.l_True) =

22 let state:t_Array u32 (sz 16) = m in

3 let state:t_Array u32 (sz 16) =

24 Rust_primitives.Hax.update_at state

25 a

26 (Core.Num.impl__u32__wrapping_add (state.[ a ] <: u32) (state.[ b ] <: u32) <:

7 in

28 let state:t_Array u32 (sz 16) =

29 Rust_primitives.Hax.update_at state d ((state.[ d ] <: u32) *. (state.[ a ] <: u

30 in

31 let state:t_Array u32 (sz 16) =

32 Rust_primitives.Hax.update_at state

33 d

34 (Core.Num.impl__u32__rotate_left (state.[ d ] <: u32) s <: u32)

35 in

36 state

37

38 let chacha20_quarter_round (a b c d: usize) (state: t_Array u32 (sz 16))
: Prims.Pure (t Arrav u32 (sz 16))
40 (requires a <. sz 16 &6 b <. sz 16 & c <. sz 16 & d <. sz 16)

©

41 (tun _ = pPrims.L_irue) =

42 let state:t_Array u32 (sz 16) = chacha2@_line a b d 16ul state in

43 let state:t_Array u32 (sz 16) = chacha2@_line c d b 12ul state in

4 let state:t_Array u32 (sz 16) = chacha2@_line a b d 8ul state in

45 chacha2@_line c d b 7ul state

46

47 let chacha2@_double_round (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
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EXPLORER
“ OPEN EDITORS
GROUP 1
® lib.rs examples/chacha20]...
GROUP 2
X £ Chacha20.fst exam... M
“ UNTITLED (WORKSPACE)

Vv hax °
> .cache
> .docker
> .github
> .hints
> .utils
> cli
> engine
v examples o
~ chacha20 °
v proofs ©
> coq
v fstar/extraction °
= Chacha20.fst M

= Chacha20.Hacspe... M
{} hax.fst.config.json
M Makefile
v src
@ hacspec_helper.rs
® lib.rs
> tests
£ Cargo.toml
M Makefile
> limited-order-book
> sha256
> target
= Cargo.lock
£ Cargo.toml
= default.nix
{} hax.fst.config.json
M Makefile
(O README.md
> frontend
> hax-lib
> hax-lib-macros
> OUTLINE
> TIMELINE
> RUST DEPENDENCIES
> TAG TREE
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® lib.rs

hax > examples > chacha20 > src > @ lib.rs > {} hacspec_helper
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You, 19 hours ago | 2 authors (Lucas Franceschino and others)
mod hacspec_helper;
®e hacspec_helper ::*;

use hax_lib_macros as hax;

State = [u32; 16];
Block = [u8; 64];
ChaChalVv = [u8; 12];
ChaChakey = [u8; 32];

type
type
type
type

#{hax :: requires(a < 16 66 b < 16 8 d < 16)]
fn chacha2e_line(a: usize, b: usize, d: usize, s: u32, m: State) — State {
let mut state = m;
state[a] = state[a].wrapping_add(state(bl);
state[d] = state[d] * state[a];
state[d] = state[d].rotate_left(s);
state

#{hax:: requires(a < 16 § b < 16 & c < 16 & d < 16)]

pub fn Ehachazo_quarter_round(a: usize, b: usize, c: usize, d:
let state = chacha2e_line(a, b, d, 16, state);
let state = _c__hachazﬂ_line(c, d, b, 12, state);
let state = chacha20_line(a, b, d, 8, state);
chacha20_line(c, d, b, 7, state)

usize, state: State)

fn chacha2@_double_round(state: State) — State {

let state = chacha20_quarter_round(@, 4, 8, 12, state);
let state = chacha2@_quarter_round(1, 5, 9, 13, state);
let state = chacha2@_quarter_round(2, 6, 10, 14, state);
let state = chacha2@_guarter_round(3, 7, 11, 15, state);
let state = chacha2@_quarter_round(@, 5, 10, 15, state);
let state = chacha2@_quarter_round(1, 6, 11, 12, state);
let state = chacha2@_quarter_round(2, 7, 8, 13, state);
chacha20_quarter_round(3, 4, 9, 14, state)

}

pub fn chacha2@_rounds(state: State) — State {
let mut st = state;
for _i in 0..10 {

st = chacha2@_double_round(st);

}
st

}
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£ Chacha20.fst
let chacha2@_line (a b d: usize) (s: u32) (m: t_Array u32 (sz 16))

let chacha20_quarter_round (a b c d: usize) (state: t_Array u32 (sz 16))
Prims.Pure (t_Array u32 (sz 16))

(requires a <. sz 16 & b <. sz 16 & c <. sz 16 & d <. sz 16)
(fun _ = Prims.l_True) =
state:t_Array u32 (sz 16) =
state:t_Array u32 (sz 16) =
state:t_Array u32 (sz 16) =
chacha2@_line c d b 7ul state

chacha20_line a b d 16ul state in
chacha2@_line c¢ d b 12ul state in
chacha2@_line a b d 8ul state in

let chacha2@_double_round (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =

let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz @) (sz 4) (sz 8) (sz 12
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 1) (sz 5) (sz 9) (sz 13
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 2) (sz 6) (sz 10) (sz 1
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 3) (sz 7) (sz 11) (sz 1, %
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz @) (sz 5) (sz 10) (sz 1 '
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 1) (sz 6) (sz 11) (sz 1
let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 2) (sz 7) (sz 8) (sz 13

chacha20_quarter_round (sz 3) (sz 4) (sz 9) (sz 14) state
let chacha2@0_rounds (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
let st:t_Array u32 (sz 16) = state in
let st:t_Array u32 (sz 16) =
Core.Iter.Traits.Iterator.f_fold (Core.Iter.Traits.Collect.f_into_iter ({
Core.Ops.Range.f_start = 01;
Core.Ops.Range.f_end = 101
<:
Core.Ops.Range.t_Range i32)
<:
Core.Ops.Range.t_Range i32)
st
(fun st v__i =
let st:t_Array u32 (sz 16) = st in
let v__i:i32 = v__i in
chacha2@_double_round st <: t_Array u32 (sz 16))

let chacha20_core (ctr: u32) (st@: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
let state:t_Array u32 (sz 16) = st@ in
let state:t_Array u32 (sz 16) =
Rust_primitives.Hax.update_at state
(sz 12)
(Core.Num.impl__u32__wrapping_add (state.[ sz 12 ] <: u32) ctr <: u32)
in
let k:t_Array u32 (sz 16) = chacha2@_rounds state in

Chacha2@.Hacspec helper.add state state k
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hax > examples > chacha20 > proofs > fstar > extraction > = Chacha20.fst
You, 2 seconds ago | 2 authors (Lucas Franceschino and others)

module Chacha2e

; H#set-options "-—fuel @ —ifuel 1 —z3rlimit 15"

3 open Core

open FStar.Mul

hax > examples > chacha20 > src > ® lib.rs > @ chacha20_line
You, 1 second ago | 2 authors (Lucas Franceschino and others)
mod hacspec_helper;

use hacspec_helper::*;

N

use hax_lib_macros as hax;

[ I SR N
75

«

6  type State = [u32; 16]; unfold

o

7 type Block = [u8; 64]; | 7 let t_Block = t_Array u8 (sz 64)

8  type ChaChalVv = [u8; 12]; 8

9  type ChaChaKey = [u8; 32]; 9  unfold

10 | 10 tlet t_chachalv = t_Array u8 (sz 12)
11° #{hax::requires a < 17 % b < 16 & d < 16)] - 11

12 fn chacha20_line(a: usize, b: usize, d: usize, s: u32, m: State) — State { 12 unfold,

3 let mut state = m; I 13 let tf - Subtyping check failed; expected type i: usize{Core.Ops.Index.in_range

14 state[a] = state[a].wrapping_add(state[b]); 14 state i}; got type usize

15 state[d] = state[d] * state[a]; 5 unfolc - See also /Users/franziskus/repos/hax/proof-

16 state[d] = state[d].rotate_left(s); I 16 let t. libs/fstar/rust_primitives/Rust_primitives.Hax.fst(16,32-16,44)

17 state 17 Rust_primitives.Hax.fst(16, 33): related location

8} 18  let ct

19 19 . - Subtyping check failed; expected type i: usize{Core.Ops.Index.in_range
20 #{hax ::requires(a < 16 66 b < 16 6 c < 16 & d < 16)] 20’ state i}; got type usize

21 pub fn chacha2@_quarter_round(a: usize, b: usize, c: usize, d: usize, state: State) — State { 21 = S0 Sni e ) o .

22 lotiatate o chachaZ@iline(ay b)) 1) state); 2 Tlet unknown because (incomplete quantifiers) (fuel=0; ifuel=1)

23 let state = c.hachaza_'l.ine(c, d, b, 12, state); 23 let pote: e )

2% 1ot state = :é:hachan_line(a, b, d, 8, state); 2 Ru - 'canceled' or 'resource limits reached' means the SMT query timed
25 chacha2e_line(c, d, b, 7, state) 25 a

26} 26 (Core.Num.impl__u32__wrapping_add (state.[ a ] <: u32) (state.[ b ] <: u32) <: u32)
27 27 in

28 fn chacha20_double_round(state: State) — State { 28 let state:t_Array u32 (sz 16) =

29 let state = chacha2@_quarter_round(@, 4, 8, 12, state); 29 Rust_primitives.Hax.update_at state d ((state.[ d ] <: u32) *. (state.[ a ] <: u32) <: u32)
30 let state = chacha20_quarter_round(1, 5, 9, 13, state); 30 in

31 let state = chacha2@_quarter_round(2, 6, 10, 14, state); 31 let state:t_Array u32 (sz 16) =

32 let state = chacha2@_quarter_round(3, 7, 11, 15, state); 32 Rust_primitives.Hax.update_at state

33 33 d

34 let state = chacha2@_quarter_round(®, 5, 10, 15, state); 34 (Core.Num.impl__u32__rotate_left (state.[ d ] <: u32) s <: u32)

35 let state = chacha2@_quarter_round(1, 6, 11, 12, state); 35 in

36 let state = chacha2@_quarter_round(2, 7, 8, 13, state); 36 state

37 chacha2@_quarter_round(3, 4, 9, 14, state) 37

38 } 38 let chacha20_quarter_round (a b c d: usize) (state: t_Array u32 (sz 16))

39 39 : Prims.Pure (t_Array u32 (sz 16))

40 pub fn chacha2@_rounds(state: State) — State { ) (requires a <. sz 16 & b <. sz 16 & c <. sz 16 & d <. sz 16)

41 let mut st = state; 41 (fun _ = Prims.l_True) =

42 for _i in 0..10 { 42 let state:t_Array u32 (sz 16) = chacha20_line a b d 16ul state in

43 st = chacha2@_double_round(st); 43 let state:t_Array u32 (sz 16) = chacha20_line c d b 12ul state in

44 } 44 let state:t_Array u32 (sz 16) = chacha20_line a b d 8ul state in

45 st 45 chacha2@_line ¢ d b 7ul state

46 } 46

47 47 let chacha2@_double_round (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
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hax > examples > chacha20 > src > @® lib.rs > § chacha20_quarter_round hax > examples > chacha20 > proofs > fstar > extraction > = Chacha20.fst

You, 1 second ago | 2 authors (Lucas Franceschino and others)

1 mod hacspec_helper; J unfold
6
2 h hel RSk - u
) HaeRACIPRc e PR X = | 7  let t_Block = t_Array u8 (sz 64)
= 8
4 use hax_lib_macros as hax; o unfold
2 ™| 10 let t_ChaChalV = t_Array us (sz 12)
6  type State = [u32; 16]; " =
7  type Block = [u8; 64]; p)
8  type ChaChalVv = [u8; 12]; =l 12 unfold
| 13 let t_ChaChaKey = t_Array u8 (sz 32)
9  type ChaChaKey = [u8; 32]; u 1
4
10
“ g 1 L 15 unfold
11 #{hax::requires a < 12 ¥ b < 16 & d < 16)] I ]; let t_State = t_Array u32 (sz 16)
12 fn chacha2@_line(a: usize, b: usize, d: usize, s: u32, m: State) — State { 17 - -
3 let mut stat -
gp mub state = ) - . 18  let chacha20_line (a b d: usize) (s: u32) (m: t_Array u32 (sz 16))
14 state(a] = state[a].wrapping_add(state(b]); o S brims.uzel(t Arraylus2 (sz116))
- A n 2 g i
lf Stateldiis stateldlf <tatslal; 20 (requires a <. sz 12 66 b <. sz 16 & d <. sz 16)
16 state[d] = state[d].rotate_left(s); 51 Crur S P ing Tt e
17 tat = i ;
) Shase: 22 let state:t_Array u32 (sz 16) = m in
" 23 let state:t_Array u32 (sz 16) =
5 . 24 Rust_primitives.Hax.update_at state
20 #{hax::requires(a < 12 & b < 16 & c < 12 & d < 16)] = 2
d 5
21 pub fn chacha2e_quarter_round(a: usize, b: usize, c: usize, d: usize, state: State) —» State { e (Core-Numsimpl 432 wrappingiadd (states[ & 1 <: u32) (statesh b 1 <: u32) <: u32)
22 let state = chacha2e_line(a, b, d, 16, state); = P ) . - = - : i
23 let state = chacha2e_line(c, d, b, 12, state); ;8 Rl ate arravlioli=ztin) =
24 let = i . 2 1t
et state - chacha20_line(a, b, d, 8, state); 29 Rust_primitives.Hax.update_at state d ((state.[ d ] <: u32) *. (state.[ a ] <: u32) <: u32)
25 chacha2e_line(c, d, b, 7, state) e in
S
2? ¥ 31 let state:t_Array u32 (sz 16) =
2 32 Rust_primitives.Hax.update_at state
28 fn chacha20_double_round(state: State) — State { == d
23 et S tate s cliachnob duanter tolnce o) i etatel) 3; (Core.Num.impl__u32__rotate_left (state.[ d ] <: u32) s <: u32)
30 let state = chacha2@_quarter_round(1, 5, 9, 13, state); 3= P B - - g
31 let state = chacha2@_quarter_round(2, 6, 10, 14, state); ; Ttate
6
32 let state = chacha2@_quarter_round(3, 7, 11, 15, state); 37
33 B
38 let chacha2@_quarter_round (a b c d: usize) (state: t_Array u32 (sz 16
34 let state = chacha2@_quarter_round(@, 5, 10, 15, state); 5 s Prims ;:re (t ;rray uI(JZ (sz 16)) ) ( - X »
35 let state = chacha2@_quarter_round(1, 6, 11, 12, state); 40} i (requires 3 <' 5212 66 b <. sz 16 66 c <. sz 12 & d <. sz 16)
36 let state = chacha2@_quarter_round(2, 7, 8, 13, state); /1’ Crur S P ing Tt e
4 <
37 & =
% } chiachia2e-quacter_tolndCHEGET A et te) 42 let state:t_Array u32 (sz 16) = chacha20_line a b d 16ul state in
3‘0 43 let state:t_Array u32 (sz 16) = chacha2@0_line c d b 12ul state in
= 44 let state:t_Array u32 (sz 16) = chacha2@_line a b d 8ul state in
40 pub fn chacha2@_rounds(state: State) — State { e chachas8 tina cid bl7ut state
45
41 let mut st = state; 46 =
42 4 iin 0..10
- or 'i mch o 2; double round(st) 47  let chacha20_double_round (state: t_Array u32 (sz 16)) : t_Array u32 (sz 16) =
3 = H
s } S BENALE = o) 48 let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz @) (sz 4) (sz 8) (sz 12) state in
“_ 49 let state:t_Array u32 (sz 16) = chacha2@_quarter_round (sz 1) (sz 5) (sz 9) (sz 13) state in
50 let state:t_Array u32 (sz 16) = chacha20_quarter_round (sz 2) (sz 6) (sz 10) (sz 14) state in
51 let state:t_Array u32 (sz 16) = chacha20_quarter_round (sz 3) (sz 7) (sz 11) (sz 15) state in
ey e 52 let state:t_Array u32 (sz 16) = chacha20_quarter_round (sz @) (sz 5) (sz 10) (sz 15) state in
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EXPLORER o ® librs X ©o>@ED- MELY zsh - limited-order-book + ~ B @ - X
/ OPEN EDITORS hax > examples > limited-order-book > src > @ lib.rs > 53 Match o B cargo hax into -i '-#* +kk::process_order' fstar
X @ lib.rs examplesflimited-ord... 91  impl OrderBook { Compiling candid v0.9.11
 uman amcsace 28 B i G i S s e
> .hints 120 SRapt e cmaeteniE e AR e E::i{::g {:Ig:czzﬁzo\'lg.l.o (/Users/franziskus/repos/hax/examples/limited-order-book)
S utls 131 -collect() note: Writing file "/Users/franziskus/repos/hax/examples/limited-order-book/proofs/fstar/extraction/Lob_
> cli 1 } backend. fst"
> engine 132 } i i d d g' fo] target(s) ii 3.29s
v examples ® 135  fn process_order<T>(mut order: Order, other_side: &mut BinaryHeap<T>) — (Vec<Match>, Option<
v chacha20 . 136  where
v proofs ° 137 T: Into<Order> + From<Order> + Ord + Clone, 5
> coq 138 { "
 fstar/extraction ° 139 let mut matches = Vec::new();
= Chacha20fst M 140 let mxljt'dnne = falsei
= Chacha20.Hacspe... M 12 for ;; ::oie..t{:ther_sme.len() {
oSt cenfig facn 143 if let Some(m) = other_side
M Makefile 144 .peek() i
XSTe . 145 .and_then(|other| Into::into(other.clone()).try_match(&order))
@ hacspec_helper.rs 146 {
@ lib.rs L 147 // Goal 1: prove “order.quantity’ does not underflow
> tests 148 order.quantity -= m.quantity;
£ Cargo.toml 149 // Goal 2: prove this ‘unwrap()" does not panic
M Makefile 150 let mut other: Order = Into::into(other_side.pop().unwrap());
N limited-arierhonk 151 // Goal 3: prove “other.quantity” does not underflow
 oroals 152 other.quantity -= m.quantity;
S ot 153 if other.quantity > 0 {
154 other_side.push(From:: from(other.clone()));
v fstar/extraction 155 }
= Lob_backend.fst 156 matches.push(m);
M Makefile 157 } else {
v src 158 done = true;
® canister.rs 159 }
@ lib.rs 160 }
£ Cargo.toml 161 }
= lob_backend.did 162 (
M Makefile 163 matches,
@ README.md 164 if order.quantity > @ {
165 Some(order)
RS 166 } else {
> target 167 None
= Cargo.lock 168 },
4 Cargo.toml 169 )
= default.nix 170 }
> OUTLINE 171
172 pub mod canister;
> TIMELINE e
> RUST DEPENDENCIES
> TAG TREE
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e O Untitled (Workspace) | E=N Wit

S — e © ®mO-- 4pHE N ah = fanitc-ovcar. book 1 ]
\/ OPEN EDITORS hax > examples > limited-order-book > src > @ lib.rs > 53 Match - ~/repos/hax/examples/limited-order-book cargo hax into -i '-kk +kk::process_order' fstar
X @ lib.rs examplesflimited-ord.. 91  impl OrderBook { Compiling candid v@.9.11
 UNTITLED (WORKSPACE) € pub fn 1ist:a§ks(&selF) — Vec<Order> { g:s:ﬁ:g ;2:35::::3: zg;i
S Tk .LLncuy ) . iling i .8.
5 ; R d d Compiling ic-cdk v0.10.0
> .hints EapREevezseade e IRuEcen) Compiling lob_backend v0.1.0 (/Users/franziskus/repos/hax/examples/limited-order-book)
S i -collect() i note: Writing file "/Users/franziskus/repos/hax/examples/limited-order-book/proofs/fstar/extraction/Lob_
% } p backend. fst"
> cli } =
> engine = i Finished dev [unoptimized + debuginfo] target(s) in 3.29s
134 ~/repos/hax/examples/limited-order-book
v examples 4 135 fn process_order<T>(mut order: Order, other_side: &mut BinaryHeap<T>) — (Vec<Match>, Option<
v chacha20 . 136 where
v proofs o 137 T: Into<Order> + From<Order> + Ord + Clone,
> coq 138 {
 fstar/extraction ° 139 let mut matches = Vec::new();
= Chacha20fst M 140 let mL.ItAdﬂnE = Falsef
= Chacha20.Hacspe... M 141 for :_1 in 1..(3ther_51de.len() {
() haxfst.configi 142 if !done {
ax‘sl‘con gason 143 if let Some(m) = other_side
M Makefile 144 .peek()
MisIC o .and_then(|other| Into::into(other.clone()).try_match(&order))
& hacspec_helper.rs {
@ lib.rs o
> tests

e cargo hax into -i ‘-** +**::process_order’ fstar

 limited-order-book
192 ULNEr.quantity == m.guancity;

53 if other.quantity > @ {
other_side.push(From:: from(other.clone()));

v proofs
> coq
v fstar/extraction

}
= Lob_backend.fst matches.push(m);
M Makefile } else {
v src done = true;
@ canister.rs 59 }
® lib.rs 160 }
£ Cargo.toml 161 }
= lob_backend.did (
M Makefile matches) . )
if order.quantity > 0 {
(0 README.md
Some(order)
> sha266 VD
> target None
= Cargo.lock 168 },
£+ Cargo.toml 169 )
= default.nix 170 }
171
> OUTLINE .
172 pub mod canister;
> TIMELINE B
> RUST DEPENDENCIES i
> TAG TREE
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e O Untitled (Workspace) O 8 [ o8

® librs M x = Lob_backend.fst 2, M X = Core.Cmp.fsti 1, M 0 «© - ® @

hax > examples > limited-order-book > src > @ lib.rs > {} impl Order > & try_match hax > examples > limited-order-book > proofs > fstar > ion > = Lob_backend.fst
Lucas Franceschino, 4 weeks ago | 1author (Lucas Franceschino) = 46 let process order g
23 #{derive(CandidType, Deserialize)] 59 let done, matches, order, other_side:(bool & Alloc.Vec.t_Vec t_l.llatch.Alloc.Alloc.t_Global &
24 pub struct Match { 62 Core.Iter.Traits.I'.;erator.f_fold (Core.Iter.Traits.Collect.f_into_iter ({
25 pub bid_id: OrderId, s e Wi g S
26 pub ask_id: OrderId, 81 if ~ ;ne <: bool -
27 pub price: Price, 82 then
28 pub quantity: Quantity, 83 match
39 } 84 Core.Option.impl__and_then (Alloc.Collections.Binary_heap.impl_10__peek other_side
30
85 <:
31 fn is_match(order: §0rder, other: &Order) — bool { Sg Core.Option.t_Option v_T)
32 order.quantity > @ 87 (fun other — . -
33 &6 other.ql:lantlty >0 ) = 88 let other:v_T = other in
34 & order.side #= other.side . . 89 impl__Order__try _match (Core.Convert.f_into (Core.Clone.f_clone other <: v_T
35 &6 ((order.side = Side::Buy &6 order.price > other.price) o8 =
36 || (order.side == Side::Sell & order.price < other.price)) 91 t_Order)
37} 92 order
a 93 <:
39 impl Order { : 94 Core.Option.t_Option t_Match)
40 pub fn try_match(&self, other: &Self) — Option<Match> { 95 i
- if is_match(self, other) { . 96 Core.Option.t_Option t_Match
42 let quantity = std::cmp::max(self.quantity, other.quantity); 97 with
43 let (bid_ic.i, ask_id).- if self.side = Side::Buy { 98 | Core.Option.Option_Some m —
M: (self.id, other.id) 99 let order:t_Order =
45 } else { 100 { order with f_quantity = order.f_quantity - m.f quantity = <: t_Order
46 (other.id, self.id) -
101 in
-2 b 102 let tmp@, out:(Alloc.Collections.Binary_heap.t_BinaryHeap v_T &
48 Some(rflatfh { 103 Core.Option.t_Option v_T) =
49 bld-fdv 104 Alloc.Collections.Binary_heap.impl_9__pop other_side
50 ask_id, 105 in
51 // If there's a match,Awe could use any price between the two orfers. 106 let other_side:Alloc.Collections.Binary_heap.t_BinaryHeap v_T = tmp@ in
32 //.Here we use'seLf.prlce. 107 let hoist1:Core.Option.t_Option v_T = out in
53 v price: self.price, 108 let hoist2:v_T = Core.Option.impl__unwrap hoist1 in
?‘ quantity, 109 let (other: t_Order):t_Order = Core.Convert.f_into hoist2 in
Jf D 11e let other:t_Order =
56 } else { 111 { other with f_quantity = other.f_quantity - m.f quantity = <: t_Order
57 None £
112 in
fg } 113 let other_side:Alloc.Collections.Binary_heap.t_BinaryHeap v_T =
59 } 114 if other.f_quantity >. @QuL
60} 115 then
[fl 2 . 116 let other_side:Alloc.Collections.Binary_heap.t_BinaryHeap v_T =
62  impl Parna}ow for Order { ) . 117 Alloc.Collections.Binary_heap.impl_9__push other_side
63 fn partial_cmp(&self, other: §Self) — Option<std::cmp::Ordering> { 118 (Core.Convert.f_from (Core.Clone.f_clone other <: t_Order) <: v_T)
64 Some(self.cmp(other)) s
= 119 in
5J } 120 other_side
66 } 121 else other_side
?7 = 122 in
68 impl Ord for Order { ) 123 let matches:Alloc.Vec.t_Vec t_Match Alloc.Alloc.t_Global =
69 fn cmp(&self, other: §Self) —» std::cmp::Ordering { j94 L B O e T e e e

Pmain* C % ®OA3®6 WO £ LiveShare @ rust-analyzer @ opam(4.14.1) Ln 154, Col1 Spaces:2 UTF-8 LF F* {3 Spell @ Prettier ()



T h a n kS O https://github.com/hacspec/hax

CRYSPEN




