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● Go in Cloudflare

● CIRCL 

● Lessons

● Takeaways



Go Programming Language
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● Compiled & strongly typed
● Garbage collection
● Standard library
● Algorithms for cryptography

○ Standard and experimental
● Pure Go & architecture-specific
● Integration with assembler (Plan 9)
● Easy to learn



Go at Cloudflare 

4https://blog.cloudflare.com/go-at-cloudflare

Go concurrency model

Use of channels for 
communication

Easy to use for developers

Off-the-shelf libraries: 
- HTTP, TLS, strings, 

compression, cryptography, 
etc

https://blog.cloudflare.com/go-at-cloudflare


Go at Cloudflare
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Cloudflared: Secure tunnel for origins

GoKeyless: TLS termination

cfssl & certmgr: Certificate management 

GeoKey Manager: Encryption and distribution of keys

Roughtime: Authenticated time service

…

List of open source projects: 
https://github.com/cloudflare?q=&language=go

Blog posts:
https://blog.cloudflare.com/tag/go/

https://github.com/cloudflare?q=&language=go
https://blog.cloudflare.com/tag/go/


Faster Crypto
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Performance Improvements 
Go v1.4

- RSA
- P256 Curve
- AES-GCM

- Assembler for AES-NI

Fork of Go

https://github.com/cloudflare/go

https://blog.cloudflare.com/go-crypto-bridging-the-performance-gap/

https://github.com/cloudflare/go
https://blog.cloudflare.com/go-crypto-bridging-the-performance-gap/


Post-Quantum Crypto
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In 2017, Cloudflare started experimentation with PQ algorithms

Isogeny-based Cryptography (Jao-De Feo-Plût)
H. de Valence wrote SIDH in Go+Assembler
https://github.com/cloudflare/p751sidh

Supersingular Isogeny
Diffie-Hellman

Elliptic Curve
Diffie-Hellman

https://github.com/cloudflare/p751sidh


Variety of Applications
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Customer Certificates
- Support for P-384 curve

New curves: Curve25519 & Goldilocks
- EdDSA & X Diffie Hellman

Distributed Randomness Beacon 
- bn256 pairing-friendly curve 

From El Housni Thesis



CIRCL
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Cloudflare 
Interoperable, 

Reusable 
Cryptographic

Library



CIRCL
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Goal: Experimentation with 
Post-Quantum and 
Elliptic Curve Cryptography

● SIDH → SIKE

● X25519/X448

● Ed25519

● P-384 optimizations (by B. McMillion)

● Hash to Curve



Elliptic Curve Groups
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Elliptic Curve Groups
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Elliptic Curve Groups
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Prime Order Groups

- P256, P384, P521
- Ristretto, Decaf

Hash to Curve

- Straight-line methods
- Encoding & Hash (Random Oracle Model)
- Hash to Field



Protocols based on Groups
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EC Group

Oblivious PseudoRandom 
Functions (OPRF)

+Verifiable (VOPRF)
+Partially-Oblivious (POPRF)

Oblivious Transfer (OT)

Shamir & Feldman
Secret Sharing

ZK Discrete-Log 
(Schnorr)

ZK Discrete-Log 
Equivalence 

(DLEQ) 



Post-Quantum Algorithms
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SIDH (H. de Valence)
 
SIKE/CSIDH (K. Kwiatkowski)

Frodo (G. Tamvada) 

Dilithium, Kyber (B. Westerbaan)



Post-Quantum Algorithms
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SIDH (H. de Valence)
 
SIKE/CSIDH (K. Kwiatkowski)

Frodo (G. Tamvada) 

Dilithium, Kyber (B. Westerbaan)

😢



SIMD Execution
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Parallel Keccak F-1600 Permutation

Either 2x or 4x parallelization

- NEON for ARM64
- AVX2 for x64



Avo: Assembly Generation in Go
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Written by M. McLoughlin.

Use Go code for writing x86 assembler

Easy access to AVX2 instructions



Hybrid: Pre- and Post-Quantum
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Several proposals exist

Example:

Use X25519 and Kyber768



Kyber Supported at Cloudflare

20https://pq.cloudflareresearch.com/ 

https://pq.cloudflareresearch.com/


Kyber Supported at Cloudflare

21https://pq.cloudflareresearch.com/ 

https://pq.cloudflareresearch.com/


Kyber Supported at Cloudflare

22https://pq.cloudflareresearch.com/ 

https://pq.cloudflareresearch.com/


Upcoming PQ Algorithms
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Protocols based on RSA
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- Blind RSA Signatures

- Partially-Blind RSA Signatures

- Threshold 2-party RSA Signatures

- Safe prime generation



Symmetric-key Primitives
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SHA3: Parallel F-1600 Permutation

XOF Interface:
- SHAKE
- Blake2X
- KangarooTwelve

Cipher:
- ASCON



Bugs 

26

● Complete formulas for elliptic curves

● Endianness (s390x is big-endian)

● Modular reduction issues

● Assembler: R15 register

● Hertzbleed Attack for SIDH/SIKE

○ Random blinding

● SIDH got broken :’(

● GoFetch: data memory prefetchers



Fuzz Testing  
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CryptoFuzz by G. Vranken

- Side-to-side comparisons
- Detected a modular reduction issue in P-384
- BLS12-381 pairing operations

https://github.com/guidovranken/cryptofuzz/tree/master/modules/circl 

https://github.com/guidovranken/cryptofuzz/tree/master/modules/circl


Formal Methods
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BLS12-381 pairing-friendly curve

● Uses fiat-crypto for prime field arithmetic

● Tower of fields optimized 

● Efficient multi-pairing evaluation (W. Ladd)

● Subgroup check

● Hash to curve



Attribute-based Encryption (ABE)
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Encryption based takes a policy as input.

Decryptor has attributes, and can only decrypt 
if complies with the policy.

Scheme by Tomida, Kawahara and Nishimaki 
(TKN20)

- Ciphertext-Policy ABE
- Supports Negation of Attributes
- CCA-secure (BK transform)
- Domain-specific language for policies
- Code written by T. Verma, W. Ladd.

Policy: country: US or region: EU

Ciphertext can be only decrypted in the 
United States or in the European Union



Portunus: Encryption of TLS Keys
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https://blog.cloudflare.com/inside-geo-key-manager-v2/ 

https://www.usenix.org/conference/atc23/presentation/ladd 

https://blog.cloudflare.com/inside-geo-key-manager-v2/
https://www.usenix.org/conference/atc23/presentation/ladd


Use CIRCL Natively
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https://github.com/cloudflare/go 

Experiment with Post-Quantum

https://github.com/cloudflare/go


Takeaways

32

● Experimentation 
○ Identify patterns
○ Few choices for ciphersuites
○ Iterate fast

● As code base increases, reviewing got more challenging
● Testing is a must

○ Enable static analysis, linters, code coverage, etc…
○ Test vectors - edge cases

● Formal methods & Verified implementations for Go
● Verified Assembly

○ Jasmin, Vale



33

Thanks

Contact us

ask-research@cloudflare.com

https://research.cloudflare.com/

mailto:ask-research@cloudflare.com
https://research.cloudflare.com/

